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Contacting RUCKUS Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on their RUCKUS
products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the RUCKUS Support Portal using https://
support.ruckuswireless.com, or go to https://www.ruckusnetworks.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access the self-service
resources, use the following criteria:

®  Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a Case section.

e  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be available. Go to
the Open a Case section.

e  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the Self-Service
Resources section.

e  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to the Self-Service Resources
section.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get help:
e Continental United States: 1-855-782-5871
e Canada: 1-855-782-5871

e  Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

e  Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.
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Contact Information, Resources, and Conventions
Document Feedback

Self-Service Resources
The RUCKUS Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve problems with your
RUCKUS products, including:

o  Technical Documentation—https://support.ruckuswireless.com/documents

e  Community Forums—https://community.ruckuswireless.com

e  Knowledge Base Articles—https://support.ruckuswireless.com/answers

e  Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid

®  Security Bulletins—https://support.ruckuswireless.com/security

Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting analysis if you still
require assistance through a support case or RMA. If you still require help, open and manage your case at https://support.ruckuswireless.com/

casefmanagement.

Document Feedback

RUCKUS is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to RUCKUS at #Ruckus-Docs@commscope.com.
When contacting us, include the following information:
e  Document title and release number
e  Document part number (on the cover page)
e  Page number (if appropriate)
For example:
e  RUCKUS SmartZone Upgrade Guide, Release 5.0
e  Part number: 800-71850-001 Rev A
e Page7

RUCKUS Product Documentation Resources

Visit the RUCKUS website to locate related documentation for your product and additional RUCKUS resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the documentation by
product or perform a text search. Access to Release Notes requires an active support contract and a RUCKUS Support Portal user account. Other
technical documentation content is available without logging in to the RUCKUS Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckusnetworks.com.

Online Training Resources

To access a variety of online RUCKUS training modules, including free introductory courses to wireless networking essentials, site surveys, and
products, visit the RUCKUS Training Portal at https://commscopeuniversity.myabsorb.com/. The registration is a two-step process described in this
video. You create a CommScope account and then register for, and request access for, CommScope University.
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Contact Information, Resources, and Conventions
Command Syntax Conventions

Document Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

monospace Identifies command syntax examples device (config)# interface ethernet 1/1/6

bold User interface (Ul) components such On the Start menu, click All Programs.
as screen or page names, keyboard
keys, software buttons, and field
names

italics Publication titles Refer to the RUCKUS Small Cell Release Notes for more information.

Notes, Cautions, and Safety Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION
An ATTENTION statement indicates some information that you must read before continuing with the current action or task.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety labels are
also attached directly to products to warn of these conditions or situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.

[1 Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|yl z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the options.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the entire command at
the prompt without the backslash.

RUCKUS Unleashed 200.15 User Guide
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Overview

RUCKUS Unleashed is custom designed to help small business owners grow their businesses, deliver an excellent customer experience and manage
costs while supporting enterprise-class Wi-Fi and highly customizable control of mobile devices with minimal IT staff.

RUCKUS Unleashed provides a controllerless option for small to medium-sized Wi-Fi deployments where up to 128 access points can be deployed in
a self-healing, redundant wireless network with no controller required, while still providing many of the enterprise-class features that traditionally
required a RUCKUS WLAN controller (for example, ZoneDirector or SmartZone controller). Beginning with Unleashed 200.13, Dedicated Master is
introduced as a replacement for ZoneDirector 1200, which provides controller functionalities such as Smart Redundancy, tunnel WLAN, cross-
network segment networking, and so on.

RUCKUS Unleashed access points (APs) have built-in controller capabilities including user access controls, guest networking features, advanced Wi-Fi
security and traffic management. As businesses grow to multiple sites or larger scale deployments, RUCKUS offers an easy migration path to cloud-
based or controller-based Wi-Fi, using the same RUCKUS access points.

RUCKUS Unleashed provides small to medium-sized business environments with superior performance, lower costs, and simplified management.
Separate controller support contracts and access point licenses are not needed, significantly reducing upfront and recurring costs, and the simplified
web interface also makes deploying RUCKUS Unleashed easy.

The RUCKUS Unleashed platform offers many of the features that previously required a controller, and without having to sacrifice many features
that previously required a controller, such as Zero-IT, Dynamic PSK (DPSK), Smart Mesh, ChannelFly, Application Recognition and Control (ARC),
Bonjour Gateway, Bonjour Fencing, and one-step firmware upgrades of the entire network from a single interface.

Network Overview

A RUCKUS Unleashed network consists of a RUCKUS Unleashed "Master AP" and a number of RUCKUS Unleashed member APs (up to 128 total).

NOTE
Beginning with release 200.8, the maximum capacity limit has been increased from 50 APs and 1,024 clients to 128 APs and 2,048 clients
per RUCKUS Unleashed network in bridge mode (gateway mode supports up to 25 APs and 512 clients).

In addition to serving Wi-Fi clients like a standard AP, the Master AP also performs the same functions as a controller; all control functions are
performed through the Master AP and pushed to the other APs on the network.

A RUCKUS Unleashed member AP joins a Master AP in the same subnet automatically. RUCKUS Unleashed member APs do not attempt to join a
ZoneDirector or SmartZone controller on the network. If the Master AP is offline, one of the member APs assumes the role of RUCKUS Unleashed
Master and takes over control of the RUCKUS Unleashed network.

The following figure illustrates the basic components of a RUCKUS Unleashed network.

RUCKUS Unleashed 200.15 User Guide
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FIGURE 1 Basic Unleashed Network Topology
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Unleashed Dedicated Master Network Overview

A RUCKUS Unleashed Dedicated Master network consists of two Dedicated Master APs, R750 and R850, and a number of Unleashed member APs
(up to 128 total).

When Unleashed is switched to Dedicated Master mode, a maximum capacity limit of 4,000 clients is supported. The maximum DPSK number and
Guest key is increased from 2,048 through 4,000. The maximum station cache number that is used for recording a client's fingerprinting data is

enhanced from 4,096 through 8,000.

The following figure illustrates the basic components of an Unleashed Dedicated Master network.

RUCKUS Unleashed 200.15 User Guide
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FIGURE 2 Basic Unleashed Dedicated Master Network Topology
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To configure a Dedicated Master AP, refer to Dedicated Master Configuration on page 89.

Feature Parity with ZoneDirector

The RUCKUS Unleashed platform provides many of the same features that are currently available using a ZoneDirector wireless LAN controller:

Smart Mesh

One-step firmware upgrades of the entire network from a single interface
Layer 2 roaming

Layer 3 discovery support

Zero-IT support for automatic client Wi-Fi configuration

Dynamic Pre-Shared Keys (DPSK)

Guest WLANs

WHLAN types:

- Captive Portal (Web Auth)

- Hotspot (WISPr)

- Guest Access (Guest Pass)

- Social Media (Facebook, LinkedIn, Microsoft, Google)

802.1X EAP authentication using an external AAA server (RADIUS)
Bonjour Gateway
WLAN encryption and authentication options:

- Open + None

RUCKUS Unleashed 200.15 User Guide
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- Open + None + MAC Auth

- Open + None + Web Auth

- Open+ WPA2 + AES + PSK

- Open + WPA2 + AES + DPSK

- 802.1X+ WPA2 + AES + AAA

- 802.1X + WPA3 + SAE + AAA

- Open+WPA3 + SAE

- Open + WPA2/WPA3-Mixed + SAE + AES
-  Open+ OWE

Radio Frequency (RF) management features:

- BeamFlex

- ChannelFly

- Background Scanning

- Automatic Channel Selection based on ChannelFly or Background Scanning
- SpeedFlex

- Rogue AP detection

Client management features:

- Access Control Lists

- Application Recognition and Control (ARC)

- HTTP/HTTPs Redirect

- Upto 1,024 local users supported (on the internal database)
- Upto 1,024 client devices supported (depending on encryption and authentication method)
- Self-Service Guest Pass

- Client Load Balancing

- Band Steering

- Client Isolation

- Client Fingerprinting

- Device Access Policies

DHCP server (configured manually from Network Master AP)
SNMP Management

Syslog Delivery to External Syslog Server

Management IP Interface

Multi-Language support

WLAN Prioritization

Dynamic VLANs

Enable or Disable WLANs on a per-radio basis

AP Groups

Tunnel configuration support for Dedicated Master

Smart Redundancy ability

AP VLAN support

RUCKUS Unleashed 200.15 User Guide
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Limitations and Deviations from ZoneDirector

While many ZoneDirector features are included, RUCKUS Unleashed does not provide the entire ZoneDirector feature set.

The following features are either not supported, supported but with limitations, or are currently unsupported but planned for a future release:
e |IPvé6is not supported.
o No interface to communicate with SmartCell Insight analytics engine or SPoT location services.
e No Northbound Interface to pass client authentication responsibility to an external entity.

[ No WLAN groups.

RUCKUS Unleashed-Only Features

The following features are unique to the RUCKUS Unleashed platform and do not correspond to any existing ZoneDirector or other RUCKUS
controller features:
o  The RUCKUS Unleashed platform does not require an external controller - all controller functions are performed through a single "Master
AP" web interface. The Master AP serves the same functions as a ZoneDirector controller would perform on the network; that is, all
control functions are performed through the controller and pushed to the other APs on the network.

e A Member AP automatically takes over all AP control functions if the Master AP is offline.

o  Preferred Master: Administrators can configure an AP to serve as the "preferred" Master AP. If the preferred Master is offline, another
member AP will become the Master. When the preferred Master comes back online, it will resume the RUCKUS Unleashed Master role.

o Dedicated Master: You can enable Dedicated Master mode only when the Master AP is an R750 AP or R850 AP. Specify one Dedicated
Master AP as the primary and the other Dedicated Master AP as the secondary to act as the active and standby Dedicated Masters.

o  The user interface provides simplified and more intuitive controls for some controller functions, and hides or removes some of the less-
used options for easier navigation and configuration.

e  Gateway Mode: The Master AP can be configured as a gateway router, performing all NAT and DHCP functions as well as serving as the
RUCKUS Unleashed network controller and serving wireless clients.

NOTE
When gateway mode is enabled, RUCKUS Unleashed supports a maximum 25 APs and 512 concurrent clients due to the
additional resource demands placed on the Master AP when in gateway mode.

e  ICX Switch Management: RUCKUS Unleashed provides a user interface for monitoring and managing RUCKUS ICX switches and ICX switch
stacks.

RUCKUS Unleashed 200.15 User Guide
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Supported Access Points

This section describes the physical features of the RUCKUS Unleashed Access Points currently available.

C110

The RUCKUS Unleashed C110 is an 802.11ac Wave 2 dual-band concurrent Wi-Fi Wall Switch AP with integrated 4-port gigabit Ethernet and Cable
Modem backhaul in a form factor designed for mounting to electrical outlet boxes.

This section describes the physical features of the RUCKUS Unleashed C110 802.11ac Cable Modem Access Point.

FIGURE 3 C110 Access Point

RUCKUS

Rear Panel

The C110 AP features five LEDs on its rear panel. (LEDs are concealed when mounted.)

TABLE 2 Front Panel LEDs

PWR Off

No power connected.

Solid Red

Boot up in process.

Flashing Green

System started, no routable IP address detected.

Solid Green

Routable IP address received.

CTL Off

Unleashed Member AP.

Flashing Green (slow, every 2 seconds)

Network problem. Cannot contact Unleashed Master.

Flashing Green (fast, 2x per second)

Receiving configuration or image upgrade.

Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
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TABLE 2 Front Panel LEDs (continued)

2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
5G Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
5G Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
5G Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

E510

The RUCKUS Unleashed E510 is a modular access point designed for deployment in scenarios with specific form factor needs such as outdoor
lighting, railway, street furniture, and sports and entertainment venues.

The E510 addresses the need for a modular AP where specific deployment situations preclude the antenna structure and onboard intelligence being
installed as a single module.

This section describes the physical features of the RUCKUS Unleashed E510 802.11ac Wave 2 Access Point.

FIGURE 4 E510 Access Point

Front Panel

The E510 AP features five LEDs on its front panel.
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TABLE 3 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

H320

The H320 is an 802.11ac Wave 2 dual-band concurrent Wi-Fi Wall Switch AP with one Gigabit uplink port and two 10/100 access ports, in a form
factor designed for mounting to electrical outlet boxes.

This section describes the physical features of the RUCKUS Unleashed H320 802.11ac Access Point.

RUCKUS Unleashed 200.15 User Guide
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FIGURE 5 H320 Access Point

Rear Panel
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The H320 AP features five LEDs on its rear panel. (LEDs are concealed when mounted.)

TABLE 4 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

RUCKUS Unleashed 200.15 User Guide
Part Number: 800-73556-001 Rev A

21



Introducing RUCKUS Unleashed
Supported Access Points

H350

The H350 is a Wi-Fi 6 (802.11ax) Wi-Fi access point with integrated switch in a wall-plate form factor.

This section describes the physical features of the RUCKUS Unleashed H350 802.11ax Access Point.

FIGURE 6 H350 Access Point

Rear Panel

The H350 AP features five LEDs on its rear panel. (LEDs are concealed when mounted.)

TABLE 5 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
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5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green

Radio is up, at least one downstream Mesh AP is connected to

the 5G radio.

H510

The H510 is an 802.11ac Wave 2 dual-band concurrent Wi-Fi Wall Switch AP with integrated 5-port gigabit Ethernet, in a form factor designed for

mounting to electrical outlet boxes.

This section describes the physical features of the RUCKUS Unleashed H510 802.11ac Access Point.

FIGURE 7 H510 Access Point

Rear Panel

The H510 AP features five LEDs on its rear panel. (LEDs are concealed when mounted.)

TABLE 6 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.

Flashing Green (slow, every 2 seconds)

Network problem. Cannot contact Unleashed Master.

Flashing Green (fast, 2x per second)

Receiving configuration or image upgrade.

Solid Green

Unleashed Master AP.
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TABLE 6 Front Panel LEDs (continued)

AIR Off No upstream mesh connection (Root AP).

Solid Green Upstream mesh connection established (Mesh AP).

Solid Red Upstream mesh connection issue.

2.4G off Radio is down.

Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.

Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 5 GHz radio.

Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

H550

The H550 is an 802.11ax Wave 2 dual-band concurrent Wi-Fi Wall Switch with integrated 5-port gigabit Ethernet, in a form factor designed for
mounting to electrical outlet boxes.

This section describes the physical features of the RUCKUS Unleashed H550 802.11ax Access Point.

FIGURE 8 H550 Access Point
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The H550 AP features five LEDs on its rear panel. (LEDs are concealed when mounted.)

TABLE 7 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

M510

The Unleashed M510 is an 802.11ac Wave 2 Access Point with embedded LTE module for cellular backhaul. The M510 is designed for deployment in
scenarios where there is no readily accessible wired connectivity for backhaul, such as in buses, taxis, or other in-vehicle deployments, or in remote

locations where the cost of establishing a fixed line ISP connection outweighs that of a wireless connection to a local 3G/4G network.

NOTE

Because the M510 supports LTE backhaul, it requires special setup procedures different from other Unleashed APs. For information, see

M510 Configuration on page 28.

This section describes the physical features of the RUCKUS Unleashed M510 LTE Access Point.
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FIGURE 9 M510 Access Point

Front Panel
The M510 AP features six LEDs on its front panel.

TABLE 8 Front Panel LEDs

PWR Off

No power connected.

Solid Red

Boot up in process.

Flashing Green

System started, no routable Ethernet IP address detected.

Solid Green

Routable IP address received.

CTL Off

Unleashed Member AP.

Flashing Green (slow, every 2 seconds)

Network problem. Cannot contact Unleashed Master.

Flashing Green (fast, 2x per second)

Receiving configuration or image upgrade.

Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).

Solid Green Upstream mesh connection established (Mesh AP).

Solid Red Upstream mesh connection issue.

2.4G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.

Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.

Solkd Amber Radio is up, no clients are connected to the 5 GHz radio.

Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green

Radio is up, at least one downstream Mesh AP is connected to the 5G radio.
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TABLE 8 Front Panel LEDs (continued)

CEL Solid Green . Off: No cellular connection.

. Amber: 3G connection.

. Green: 4G/LTE connection.

NOTE
CEL LED will remain in "Off" status until the Unleashed M510 is provisioned.

Bottom Panel

The bottom panel of the M510 includes the following:
e  Two 10/100/1000 Mbps Ethernet ports
e 12V DC power socket
®  Reset button

e  Two redundant SIM card slots for LTE backhaul

FIGURE 10 M510 Bottom Panel

TABLE 9 M510 Bottom Panel Elements

1 ETH O WAN / PoE 10/100/1000 Mbps RJ-45 Ethernet port with PoE support
2 ETH 1 LAN 10/100/1000 Mbps RJ-45 Ethernet port
3 12V DC input, Connect a customer-ordered RUCKUS DC power adapter (sold separately), or connect power directly using DC terminal block.
terminal block and DC
connector
4 SIM Card Slots Insert an activated SIM card into the primary slot, and optionally, a second SIM card into secondary slot for redundancy.
NOTE
The orientation of the SIM cards is reversed, refer to the M510 Quick Setup Guide for details on SIM card insertion.
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Ethernet Port LEDs

TABLE 10 Behavior of Ethernet Port LEDs on the M510

Off Not connected

Amber + Green Connected to 10Mbps device
Amber Connected to 100Mbps device
Green Connected to 1000Mbps device

Deployment Considerations
The Unleashed M510 is designed for the following two primary deployment scenarios:
e  Mobile Environment: M510 configured as Master AP in Gateway Mode with an LTE connection as the uplink WAN port.

e  LTE Backup Environment: M510 in Gateway Mode with the Ethernet port as the WAN port and the LTE connection as the backup WAN
port, only one of which can be active at any time. If the Ethernet connection goes down, the LTE connection becomes active to provide a
backup internet uplink.

Both options can be configured using the WAN Connection setting on the IP Settings page when the M510 is configured as the Unleashed Master
AP in Gateway Mode.

Limitations
e  M510 does not support configuration as the Master AP in bridge mode or as a member AP. Only Master AP in Gateway mode is
supported.

e  Backup and restore may not function properly if the backup was created on an M510 and restored to a non-M510 AP, or vice-versa.

M510 Configuration

The M510 Wi-Fi + LTE Access Point requires additional setup steps to configure the cellular uplink connection.

The M510 is designed to be deployed in one of the following two deployment scenarios: Ethernet WAN port with Cellular backup, or Cellular Only.
To configure the M510 using the Setup Wizard, select Gateway Mode on the IP Setting page (page 2 of the Setup Wizard).

In WAN Connection, select one of the following options:
e  Ethernet (primary) with Cellular failover

e  Cellular only

If Ethernet with Cellular failover is selected, you must configure the WAN port settings (Manual or DHCP) as well as the Cellular Radio Settings, and
the internal network IP address settings.

If Cellular only is selected, you do not need to enter WAN port IP address settings.

RUCKUS Unleashed 200.15 User Guide
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FIGURE 11 Ethernet (Primary) with Cellular failover
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Gateway Mode

WAN Selection

“ WAN connection | Ethernet (Primary) with cellular v

* WAN Recovery | 80

| seconds (10-300)
Timer

Cellular Radio Settings

APN for SIM 0 | defaultapn

APN for SIM 1 | defaultapn

WAN IP Address for Ethernet

O Manual @ DHCP

* |P Address | 172.18.165.7

“ Netmask I 265.255.255.0

* Gateway I 172.18.165.254

* Primary DNS Server I 10.10.10.10

Secondary DNS Server I 10.10.10.106

* This image shows the WAN port and SIM slots

LAN & WLAN IP Address v

* Router IP | 192 163,10 1 |

* Netmask | 255 255 255 0 |

LAN & WLAN Client IP Addresses v

* Starting IP | 192.168.10.2

* Ending IP | 192.168.10.102

|
|
Number of IPs I 101 ]
|

Lease Time | Twelve hours 4

RUCKUS Unleashed 200.15 User Guide
Part Number: 800-73556-001 Rev A

29



Introducing RUCKUS Unleashed
Supported Access Points

FIGURE 12 Cellular only

Gateway Mode

WAN Selection v
“ WAN connection ‘ Cellular only N ‘
Cellular Radio Settings v

APN for SIM 0 ‘ internet \

APN for SIM 1 ‘ internet \

LAN & WLAN Client IP Addresses v

* Starting IP ‘10.10.0.10

* Ending IP ‘10.10.0.30

|
|
Number of IPs [ 21 ]
\

Lease Time ‘ Twelve hours ~

* This image shows the WAN port and SIM slots

LAN & WLAN IP Address v

* Router IP |1o10_0_1 |

* Netmask | 25525500 |

NOTE
M510 does not support Bridge mode.

NOTE

Cellular is disabled by default. The CEL LED will remain off until the Setup Wizard setup is completed.

NOTE
PPPoE IP address mode is not supported on Unleashed M510.

R320

R320 is a dual-band concurrent 2x2:2 802.11ac Wave 2 Access Point that delivers high-performance wireless networking at a competitive price

point in a compact form factor.

This section describes the physical features of RUCKUS Unleashed R320 802.11ac Access Point.
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FIGURE 13 R320 Access Point

Front Panel
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The R320 AP features five LEDs on its front panel.

TABLE 11 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Master AP.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green

Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

R350

The Unleashed R350 is a dual-band concurrent 2x2:2 802.11ax Wave 2 Access Point that delivers high-performance wireless networking at a

competitive price point in a compact form factor.

This section describes the physical features of the RUCKUS Unleashed R350 802.11ax Access Point.
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Supported Access Points

FIGURE 14 R350 Access Point

Front Panel

The R350 AP features five LEDs on its front panel.

TABLE 12 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.
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R510

The Unleashed R510 brings cutting edge 802.11ac Wave 2 to the mid-tier segment. It improves aggregate network throughput and benefits both

Wave 2 & non-Wave 2 clients.

Introducing RUCKUS Unleashed
Supported Access Points

This section describes the physical features of the RUCKUS Unleashed R510 802.11ac Wave 2 Access Point.

FIGURE 15 R510 Access Point

Front Panel

The R510 AP features five LEDs on its front panel.

TABLE 13 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.
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R550

The RUCKUS R550 is a mid-range indoor 2x2:2 Wi-Fi 6 (802.11ax) dual-band access point with integrated 2-port Ethernet interface. The R550 is
targeted for medium-density, small to mid-size indoor enterprise WLAN applications in the enterprise, education, hospitality, carrier, healthcare and

retail industries.

This section describes the physical features of the RUCKUS Unleashed R550 AP.

FIGURE 16 Unleashed R550 Access Point

Front Panel

The R550 AP features five LEDs on its front panel.

TABLE 14 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
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TABLE 14 Front Panel LEDs (continued)

Introducing RUCKUS Unleashed
Supported Access Points

5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green

Radio is up, at least one downstream Mesh AP is connected to

the 5G radio.

R610

The Unleashed R610 is a dual-band concurrent 3x3:3 802.11ac Wave 2 Access Point that delivers high-performance wireless networking with
aggregate rates of up to 1300 Mbps (5GHz) 600 Mbps (2.4GHz) maximum PHY rate.

This section describes the physical features of the RUCKUS Unleashed R610 802.11ac Wave 2 Access Point.

FIGURE 17 R610 Access Point

Front Panel

The R610 AP features five LEDs on its front panel.

TABLE 15 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
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TABLE 15 Front Panel LEDs (continued)

2.4G off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

R650

The RUCKUS R650 is a mid-range "Wi-Fi 6" (802.11ax) dual-band indoor 4x4: 4 AP with BeamFlex+, one 2.5 Gbps PoE+ port, and one 1 Gbps
Ethernet port.

This section describes the physical features of the RUCKUS Unleashed R650 AP.

FIGURE 18 Unleashed R650 Access Point

Front Panel
The R650 AP features five LEDs on its front panel.

TABLE 16 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
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TABLE 16 Front Panel LEDs (continued)

Introducing RUCKUS Unleashed
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CTL off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.

Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).

Solid Green Upstream mesh connection established (Mesh AP).

Solid Red Upstream mesh connection issue.

2.4G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.

Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G off Radio is down.

Solid Amber Radio is up, no cli